
VII), the Americans with Disabilities Act of 
1990 (ADA), and the Age Discrimination in 
Employment Act of 1967 (ADEA) prohibit 
the use of discriminatory employment tests 
and selection procedures. 

There has been an increase in employment 
testing due in part to post 9-11 security 
concerns as well as concerns about 
workplace violence, safety, and liability. In 
addition, the large-scale adoption of online 
job applications has motivated employers 
to seek efficient ways to screen large 
numbers of online applicants in a non-
subjective way. 

Employer Best Practices for Testing 
and Selection

Employers should administer tests and •	
other selection procedures without 
regard to race, color, national origin, 
sex, religion, age (40 or older), or 
disability. 

Employers should ensure that •	
employment tests and other selection 

procedures are properly 
validated for the positions 
and purposes for which 
they are used. The test 
or selection procedure 
must be job-related and 
its results appropriate for 
the employer’s purpose. 
While a test vendor ’s 
documentation supporting 
the validity of a test may 
be helpful, the employer 
is still responsible for 
ensuring that its tests are 
valid. 

I f  a  se lec t ion •	
procedure screens out a 
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Employment Testing and EEO
Employers often use tests and other 
selection procedures to screen job 
applicants and current employees for 
promotion. There are many different types 
of tests and selection procedures, including 
cognitive tests, personality tests, medical 
examinations, credit checks, and criminal 
background checks. 

The use of tests and other selection 
procedures can be a very effective 
means of determining which applicants 
or employees are most qualified for a 
particular job. However, use of these tools 
can violate the federal anti-discrimination 
laws if an employer intentionally uses 
them to discriminate based on race, color, 
sex, national origin, religion, disability, or 
age (40 or older). Use of tests and other 
selection procedures can also violate the 
federal anti-discrimination laws if they 
disproportionately exclude people in a 
particular group by race, sex, or another 
covered basis, unless the employer can 
justify the test or procedure under the 
law.

Title VII of the Civil Rights Act of 1964 (Title 

According to a report of the President’s 
Identity Theft Task Force, identity theft 
(a fraud attempted or committed using 
identifying information of another person 
without authority), results in billions of 
dollars in losses each year to individuals 
and businesses.

The final identity theft rules require each 
financial institution and creditor that holds 
any consumer account, or other account for 
which there is a reasonably foreseeable risk 
of identity theft, to develop and implement 
an Identity Theft Prevention Program 
(Program) for combating identity theft in 
connection with new and existing accounts. 
The Program must include reasonable 
policies and procedures for detecting, 
preventing, and mitigating identity theft and 
enable a financial institution or creditor to: 

Identify relevant patterns, practices, 1.	
and specific forms of activity that are 
“red flags” signaling possible identity 
theft and incorporate those red flags 
into the Program; 

Detect red flags that have been 2.	
incorporated into the Program; 

Respond appropriately to any red 3.	
flags that are detected to prevent and 
mitigate identity theft; and 

Ensure the Program is updated 4.	
periodically to reflect changes in risks 
from identity theft. 

The agencies also issued guidelines to 
assist financial institutions and creditors in 
developing and implementing a Program, 
including a supplement that provides 
examples of red flags. 

The final rules also require credit and 
debit card issuers to develop policies 
and procedures to assess the validity of 
a request for a change of address that 
is followed closely by a request for an 

Identity Theft
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Employment Testing & EEO Continued...
protected group, the employer should 
determine whether there is an equally 
effective alternative selection procedure 
that has less adverse impact and, if so, 
adopt the alternative procedure. For 
example, if the selection procedure is 
a test, the employer should determine 
whether another test would predict job 
performance but not disproportionately 
exclude the protected group. 

To ensure that a test or selection •	
procedure remains predictive of 
success in a job, employers should 
keep abreast of changes in job 
requirements and should update 
the test specifications or selection 
procedures accordingly. 

Employers should ensure that tests •	
and selection procedures are not 
adopted casually by managers who 
know little about these processes. A 
test or selection procedure can be 
an effective management tool, but no 
test or selection procedure should be 
implemented without an understanding 
of its effectiveness and limitations for 
the organization, its appropriateness 
for a specific job, and whether it can 
be appropriately administered and 
scored. 

For additional information visit the EEOC 
website at www.eeoc.gov

Identity Theft Continued...

additional or replacement card. In addition, 
the final rules require users of consumer 
reports to develop reasonable policies and 
procedures to apply when they receive 
a notice of address discrepancy from a 
consumer reporting agency.

The attached final rulemaking is issued 
by the Board of Governors of the Federal 
Reserve System, the Federal Deposit 
Insurance Corporation, the Federal Trade 
Commission, the National Credit Union 
Administration, the Office of the Comptroller 

of the Currency, and the Office of Thrift 
Supervision. The final rules are effective 
on January 1, 2008. Covered financial 
institutions and creditors must comply with 
the rules by November 1, 2008

Copies of the document mentioned in 
this article are available from the FTC’s 
Web site at http://www.ftc.gov and from 
the FTC’s Consumer Response Center, 
Room 130, 600 Pennsylvania Avenue, 
N.W., Washington, DC 20580. Call toll-free: 
1-877-FTC-HELP.


